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GOP-0-189
ST Fes 880

HEZORAHDUM FOR: Chief, Iaformation Services Staff, DDA

FROM: Brace . Johuson
Director of Data Procaessing
SUBJECT Uniforas secroQy Agresment Form
REFERPNCE: Your Transmitial iots, deted 14 Feb, 1930

{x8s +£-118/1)

The Office of Data Processing would like o recom-
mend the following chaige to the Uniform Secrecy Agreament.
Paragraph 6 on page 2 ¢ tou general. Speaificelly,
sentence two notes, “...if I do aaything oz behave in
& way which shows that T nigat not be wiliing orx able
to protect this 8CI asatsrlal...” Refereace shoald ba
made to the APEX manwr] as the ajprogriste document for
properly handling senritive compartménted information.

As now atated this parmoraph avpoars tou arbitrary and
may not be enforcsainl :.

/s/ Bruce T. Johnson

Brucs T. Johnson

Distribution:
Original ~ Addressoe
1 - &0/00LP
1 - MS Chrano
~ODP Registry

2 -
L2~ o/p/oDP
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UNCLASSIFIED o CONFIDENTIAL SECRET
Approved For Release-200008/8T AEFA-FUNMMARYOSHHRRY0304¢50003-4
SUBJECT: T T T
Uidoim f)c [N o (Heq€mmend
PURPOSE OF ACTION: T T
RESOURCE -PACKAGE & COSTS (If applicable): T h"
THIS PAPER IS FOR YOUR: : ‘ T
C%Nt-li?gsEgT/ IN'TC%TVlh:anTrw:gN/ CONCURRENCE ngpNRAOT\{JARLE/ INITIALS DATE
0 X . GO |45/
e | cc [rarase
DI L e ) ?,//9"
/s v V. ARPZ7

o | o O

2760

DISCUSSION:
T .4|GNA;L_J~RE OF AC;ON OFFICER DATE
ADD TO OFFICIAL FILE YES___NO__
UNCLASS/Iroved For Release 200 2001/08/07 Cleem]m_0573R000300050003-4 SECRET

4026 (o-77) CL. BY:

(36)



Subject:

Purpose:
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Explanatory Notes

Self-explanatory - include ODP number if applicable.

What will action accomplish, e.g., "Reply to letter
from OMB," "Obtain DDA approval to spend $100M,"
"Comply with periodic reporting requirements," etc.

Action Officer: Name, organization, extension.

References: List of pertinent references. Copies should be

attached in order listed.

Resource Package and Costs: Identify the Resource Package and

Routing:

total costs for each fiscal year
if the action involves funds.

Wwho should see the action, whether for information,
comment, concurrence, Or signature/approval. The
individual reviewing the action should initial and
date where indicated. Place an "x" under the appro-
priéte column for each component. If concurrences
are contained on record copy of action, simply refer
to the action.

Discussion: Narrative discussion of action - what led up to

the action, why is it necessary, what do you want
done. The pertinent references should be explained
insofar as they relate to this action. If the ac-
tion itself contains all this information, simply
refer to the action.

Signature of Action Officer: Sign and date form.

Classification: Mark at the top and bottom of page, as appro-

priate.

Approved For Release 2001/08/07 : CIA-RDP83T00573R000300050003-4



STATINTL

1 UNCLASSIFIED [[] INTERNAL [] CONF'IENTIAL [ SECRET
; I-\p[;IUV L= T T96673R660 T
ROUTING AND RECORD SHEEi
SUBJECT: (Optionall - T
- Proposed Uniform secrecy Agreement Fomm
FROM: ’ - } Baension | no. I;é80-116/1 S
. Chief, Information Services Srvaff S
SB-2630, Has. 14FEB1og0 ST
:SH lO]ﬂ‘u:nr detignation, room number, end ] DATE L OFFICER'S COMMENTS {Number sach commen! to show from whom
‘ " e U] HNITIALS W whom. Draw o line across celumn ofter sach comment.)
RECEIVED FORWARDED
. Director of i‘
i et I have been asked to chop
ownmumcatmns ) L I off for the entire DDA on the
2. attached proposed uniform
secrecy agreement form which
r o .~ _...| has been drafted for use with
3 pirector of Data 1Ehe new APEX special access ‘
Processing o control system. - I }}ave no sub-
L0 cge my eneild mrc| ry-73 G stantive problems,with the
& o /o T , proposal, although in matters
-~ g‘fﬁ' OFr e Jex such as these I believe heavy
,,,,, ) N P 2 / Vi .. 1.1 weight should be given to and
5. </mMs final decision placed upon OGC.
Direetor—of Fimmmre | I plan to respond in this fashion
| ) ... _| unless you advise me that you
6. have other problems with the
proposal.
. T Please provi - ts
Director of Logistics you may have by(COB 20 February.
- S Zn ]
? STATINTL
9. a R ]
/_;__u..-—"“
— - . oo} At¥ETTa/s
10
™
12 :
: }
i3 N o -
" : ST
' |
S S
15, ' R
o §
‘ l oo |
. § 0 *WWW
v 610 ADORERETEPTS !séc'gaasgrﬁ (] CONFIDENTIAL [ ] Doy [ UNCLASSIFIED
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STATINTL

DIRECTOR OF CENTRAL INTELLIGENCE Adetiislesamnenn ey
Security Committee SECQOM-D-077

' "6 February 19897

MEMORANDUM FQOR: Members, DCI Security Committee

FROM: I
xecutive ecretary

SUBJECT: Uniform Sescrecy Agreement Form

1. Attached for your information is a covy of tae
completed task to the Compartmentation Subcomnittee to
draft an acceptable and uniform secrecy agreement model

for Community usage.,

2. All concurred except NSA. Their comments are
attached as well. Your comments and considerations are
requested Dy the 27 February SECOM meeting. Please-come
prepared to accept or nresent line in - line out changes.

3. For your information a copy of this draft has
been made available to the Special Assistant to the BCI
for Compartmentation for possible adoption by the APEX

Steering Group.

STATINTL

Attachment

[ e
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~ DIRECTOR OF CENTRAL INTELLIGENCE

i . Security Committee
E CCMPARTMENTATION SUSCCMMITTEE 29 AN 1820

BTATINTL -
! MEMORANDUM FOR: — Executive Secretary
DCI Security Committee
SUBJECT: Uniform Secrecy Agreement Form

1. Reference your Memo, SECCM-D- 671, 1 October 1979, same
subject.

2. Your memo asked that a draft Secrecy Agreement be reviewed—
by the Ccmpartmentaticr Suabcommitiae for comments and sonsidera
tLon as an acceptable and uniform model for Community useage.

3. Thls matter was examined in detail by a Subcommittee Work-
ing Group (see attached report). As cnls mactter is understood
to be of urgent concern by the APEX Steering Group, I suggest
that you accept the attached Working Group report without any
- further deliberation or consideration by the full Compartmenta—
"tion Subcommittee. . . :

STATINTL
‘ 1 atch
Chairman, Compartmentation v SIA 1tr (U-7052/RS53-4B), 25
Subcommittee Jan 30, Final Rept of the

DCI Security Committee .  Secrecv Agreemeht WG
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to faspion a list of appropriately worded basic requirements to be incor
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= NS
[ Y WASHINGTON, 0.C. 20301

s

U-7062/RSS-48

RCATE R {5
-

. Wi

MEMORANDUM FOR THE CHAIRMAN, DCI SECURITY COMMITTEE COMPARTMENTATION
SUBCOMMITTEE

SUBJECT: Final Report of the Secrecy Agreement Working Group

References: a. DIA memorandum, U-6312/RSS-48, 19 December 1979, subject:
: Interim Report from Secrecy Agreement liorking Greoup.

b. Paragraph 16.C.. APZX Special Access Control Systew
Government Securily Manual, January 1920 (Galley Proof).

1. The strawman Nondisclosure Agreamert for the APEX Special Access
voncrol Systen, €iciosure 1o i3 sumnitize for concideraticn oy e full
comparimantation Subcommittee.

2. The attached agreement satisfies the factors discussad in reference
a. and complies with the requirements of reference b. which necessitate
a single nondisclosure agreerent for APEX.

3. The working group, less NSA, feels the attached agreement should be
the standard, single agreement for access to APEX materials and that
agencies desiring uniquely restrictive agreements should execute addenda
to the basic agreement.

4. The NSA representative cpposed attempts to design a single agreement

for universal application to the Intelligence Community. He considered
it not possible to direct one document to the specific protactions

_applicable to each agency or department. Nor did he believe it possible

to develop a single document that would be binding c¢n the prospective
employee, the current employee, the military assignze and contractors'
employee alike. The NSA representative strongly supgported joint efforts

porateq into all agreements separately generated by each Intelligence
Community member. The major objections of the NSA representative are
at enclosure 2.
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5. Upon acceptance by the subcommittee, the proposed agreement at
enclosure 1 should be submitted to appropriate legal counsel for

review.

TATINTL

2 Enclosures a/s

ajor, USA :
Chairman, Secrecy Agreement
Working Group :

e STATINTL

DCI SECOM
USAF/INSE
NSA/M-503

2
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ILLEGIB

-
-

NONDISCLOSURE AGREEMENT

APEX SPECIAL ACCESS CONTROL SYSTEM

1. 1, _ , by signing this agreement, acknowiedge
(Print Tull name)

that I have been told about and given access to certain classified infor-

mation and intelligence sources and methods wnich wers explained to me to

be protected within the APEX Special Access Control System. At other
plzces in this egreement, trnis information is caiiad "this Saensitive
{omrartmented Information.” Tnis agreement apelies to any additicnal

information or programs, falling within the APEX Special Access Control

' - System, 'to which I may later be granted access.

2. 1 have been told that if this Sensitive Compartmented Information

becomes known to people who are not permitted by the United States

' Government to have it, this couid cause seriocus narm to the United States

of America.

3.- 1 have been told how to handle and store this Sensitive Ccmpartmented

Information and how to find out which people I can show it to or talk to

about i;t.'

4. 1In return for being given access to this Sensjtive Compartmented
kinsingly - '

Information, I agree that I will nevec_reveal this information, in any
kY

way, t0 any person wno is not permitted by the United States Government

to have it.
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[

-~k K5 18
ity
T+ Should

£,

" Ly pebavin
Corfroeey 4o ann

APEX (hamd o

-
S

Apbroved For. Releas#2001/08/07 : CIA-RDP83T00573R000330050003-4

5. T also agree to éubmit for review by the United States Government
any information concerning intelligence subjects or activities which I
want to publish or spezk about. [ agree to let the government review
this information before I talk about it or show it to anyone who is not
permitted to have this Sensitive Compartmented Information. I will not
publish or speak about the information until I get written permission
from the government to do so. ! understand that the reason for the
government’s review of this information is to ' be surerthat it does not

contain any of this Sansitive Cormartmented Informaticn

0. 1 uncerstaﬁd'that 17 I reveal thic Sansitive Compartmented Tnfarma-
ion to anyone who is not permitted to have it, f may nb longer be
permitted to have access to the 1nformat10n myself and I may be requ1red
to return any of the 1nf0rmat1on which I have. 1 also understand that
it I do anything or behave in a way which shows that I might not be
willing or able to protect this Sensitive Compartmented Information; the
government may take away my access to it and require me to return a;y
of the information which I then have. The government may take away ﬁy;"T“'s
access at any time it judges such action to be in the best 1nLerest of gi:fi:?;?
“ ’/”er' o

naticnaj ,ecur1tj and ray do this without giving me notice ar holding a *” /”ﬂuq
rr" Gﬁé /m,

nearing.
(:-,,'-

7. Also, I understand that if ! reveal this Sensitive Compartmented
Information to people who are not permittad to have it, this might
viclate the civil or criminal laws of the United States. I understand
that a violation of civil law micht cause me to have to pay.the cost of

v

any demage which resuited from my acti ot i
g ! utted from my action. 1 understand that a vigiaticn

of crimin WoCC result in 21 Finad i :
criminal law ceuld result in my bteing fined or imorisoned or perhans

both,
Approved For Release 2001/08/07 : CIA;RDP83T00573R000300050003-4
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8. If I reveal this Sensitive Compartmented Information without the per-
mission of the United States Government, I assign to the United States
Government any money or other thing of value which I receive or have
already received for doing so, or any right to receive such monev or

thing of value.

9. 1 agree that this Sensitive Compartmented Information is now and will
always be the property of the United States Goverrment. I agree that I
will return all of this information which I have or for which [ am
responsfble when I am asked 7or it by an authorized representatfve of

- the 4ni

cr

2d States Government. IFf I do not veturn it sher I am asked,
this toco may be a violation of United States criminal Taw for which I
Y

W

\~ "! "'{u 2
can be pumished. porbs?

proseceted ’7 .
10. Nothing said in this agreement means that the United States Govern-
ment will give up any right it has to prosecute me i7 I violate the.-
faws of the United States. Also, nothing said in this agreement means
that I give up any bagis for defending myself if the United States
Government tries to prosecute me Tor violating the laws of the United

.Statgs.

11. Each of the numbered paragraphs in this agreement stands by itself.
If a court decides that any of these paragraphs do not aupfy to me, the
rest of the paragraphs will still apply.

- r

12. I have read this agreement and I understand it. ! have asced any
ILLEGIB

questions which I have about this agreement, the laws which appiy to




Coen

‘Approved For Releagse 2001/08/07 : CIA-RDP83T00573R06€300050003-4
violation of it, and the rules and regulations which govern the handling
and storage of this Sensitive Compartmented Information, and my questions

have been answered in a way I understand.

13. 1 am making this agreement in good faith, and I intend to 1ive up

to it.

SIGNATURE

ORGANTZATION

NATC
o ¥ et

E >

SOCIAL SECURITY ACCOUNT NUMBER

hé

I witnessed the signature which appears above. I accept this agreement
on hehalf of the United States Government as a prior condition of this
individual being permitted access 10 and use of the designated Sensitive

Compartmented Information.

SIGNATURE

PRINTED NAME

ORGANIZATION

DATE
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Major Objectives to Strawman Nondisclosure Agreement

1. A secrecy agreement devoted solely to APEX ignores other designated
intelligence categories, and does not address information which may be
unclassified but is otherwise protected from disclosure by statute (e.q.,
50 USC Section 403(d)(3) or Public-Law 86-36). The agreement should
explicitly be extended to include all matters of a sensitive or pro-
tected nature garnered by virtue of the employment which the agreement
concerns, ' :

2. The agreement, as written, appears to be legally insufficient in
respect of the requisite contractual element "consideration." In order
to be legally binding, a contract must have sufficient consideraticn.

In order to be thus sufficiert, there must te a legai detriment or
benefit that has been bargained for and exchanged for a promise. "Access"
does not appear to be adequate consideration. For employees, it is

“employment which sarvas as the basis of the bargain. For the prospec-

tive employee it is the position, not the access, which is socught. Since
access appears insufficient to establish the requisite bargain element of
“eonsideration,” the agreement would not be binding.
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